
Data Policy of Swiss Linked LLC 

Last updated: December 1, 2023 

1. What is this Data Policy about?  

Swiss Linked LLC (also «we», «us») collects and processes personal data that concern you but also 
other individuals («third par=es»). We use the word «data» here interchangeably with «personal 
data».  

«Personal data» means data relaBng to idenBfied or idenBfiable individuals, which means that the 
relevant data, in combinaBon with addiBonal data, make it possible to draw conclusions about the 
idenBty of these individuals. «Sensi=ve personal data» is a subset of personal data that is specially 
protected under applicable data protecBon law. In SecBon 3, you will find informaBon about the 
data we process in accordance with this Privacy NoBce. «Processing» means any operaBon that is 
performed on personal data, such as collecBon, storage, use, alteraBon, disclosure and erasure. 

In this Privacy NoBce, we describe what we do with your data when accessing www.swiss-linked.ch 
(the «website»), obtain services or products from us, interact with us in any way, communicate with 
us or otherwise deal with us. When appropriate we will provide a just-in-Bme noBce to cover any 
addiBonal processing acBviBes not menBoned in this Privacy NoBce. In addiBon, we may inform you 
about the processing of your data separately, for example in consent forms, terms and condiBons, 
addiBonal privacy noBces, forms and other noBces. 

If you disclose data to us or share data with us about other individuals, such as family members, co-
workers, etc., we assume that you are authorized to do so, and that the relevant data is accurate. 
When you share data about others with us, you confirm that. Please make sure that these individuals 
have been informed about this Privacy NoBce. 

This Privacy NoBce is aligned with the EU General Data ProtecBon RegulaBon («GDPR»), and the 
Swiss Data ProtecBon Act («DPA»). However, the applicaBon of these laws depends on each 
individual case. 

2. Who is the controller for processing your data?  

Swiss Linked LLC, Zurich, Switzerland (the «Company») is the controller for the processing under this 
Privacy NoBce, unless we tell you otherwise in an individual case, for example in addiBonal privacy 
noBces, on a form or in a contract.  

You may contact us for data protecBon concerns and to exercise your rights under SecBon 11 as 
follows: 

Swiss Linked LLC 
Baarerstrasse 8 
CH-6300 Zug 
dataprotec=on@swiss-linked.com  
 
 
 

http://www.wesendit.io/


3. What data do we process?  

We process various categories of data about you. The main categories of data are the following:  

• Technical data: When you use our website or other online offerings, we may collect the IP 
address of your terminal device and other technical data in order to ensure the funcBonality 
and security of these offerings. This data includes logs with records of the use of our systems. 
We generally keep technical data for 6 months. In order to ensure the funcBonality of these 
offerings, we may also assign an individual code to you or your terminal device (for example 
as a cookie, see SecBon 12). Technical data as such does not permit us to draw conclusions 
about your idenBty. However, technical data may be linked with other categories of data (and 
potenBally with your person) in relaBon to user accounts, registraBons, access controls or 
the performance of a contract.  
 

• Registra=on data: Certain offerings, for example compeBBons, and services (such as login 
areas of our website, newsle[ers, etc.) can only be used with a user account or registraBon, 
which can happen directly with us or through our third-party login service providers. In this 
regard you must provide us with certain data, and we collect data about the use of the 
offering or service. We generally keep registraBon data for 24 months from the date the use 
of the service ceases or the user account is closed.  
 

• Communica=on data: When you are in contact with us via the contact form, by e-mail, 
telephone, chat, or by le[er or other means of communicaBon, we collect the data 
exchanged between you and us, including your contact details and the metadata of the 
communicaBon. If we record or listen in on telephone conversaBons or video conferences, 
for example for training and quality assurance purposes, we will tell you specifically. Such 
recordings may only be made and used in accordance with our internal policies. You will be 
informed if and when such recordings take place, for example by an indicaBon during the 
video conference in quesBon. If you do not want to be recorded, please noBfy us or leave the 
(video) conference. If you simply do not want your image to be recorded, please turn off your 
camera. If we have to determine your idenBty, for example in relaBon to a request for 
informaBon, etc., we collect data to idenBfy you (for example a copy of an ID document). We 
generally keep this data for 24 months from the last exchange between us. This period may 
be longer where required for evidenBary purposes, to comply with legal or contractual 
requirements, or for technical reasons. E-mails in personal mailboxes and wri[en 
correspondence are generally kept for at least 10 years. Recordings of (video) conferences 
we will usually keep for 24 months. Chats are generally stored for 2 years. 
 

• Master data: With master data we mean the basic data that we need, in addiBon to contract 
data (see below), for the performance of our contractual and other business relaBonships or 
for markeBng and promoBonal purposes, such as name and contact details, and informaBon 
about, for example, your role and funcBon, your bank details, your date of birth, customer 
history, powers of a[orney, signature authorizaBons and declaraBons of consent. We process 
your master data if you are a customer or other business contact or work for one (for example 
as a contact person of the business partner), or because we wish to address you for our own 
purposes or for the purposes of a contractual partner (for example as part of markeBng and 
adverBsing, etc.). We receive master data from you (for example when you make a purchase 
or as part of a registraBon), from parBes you work for, or from third parBes such as 
contractual partners, associaBons and address brokers, and from public sources such as 
public registers or the internet (websites, social media, etc.). We may also collect master data 



from our shareholders and investors. We generally keep master data for 10 years from the 
last exchange between us or from the end of the contract. This period may be longer if 
required for evidenBary purposes, to comply with legal or contractual requirements, or for 
technical reasons. For contacts used only for markeBng and adverBsing, the retenBon period 
is usually much shorter, usually no more than 2 years from the last contact.  
 

• Master data includes data such as name, address, e-mail address, telephone number and 
other con-tact details, gender, date of birth, naBonality, data about related persons, 
websites, social media pro-files, photos and videos, copies of ID cards; moreover, details of 
your relaBonship with us, details of your status, allocaBons, classificaBons and mailing lists, 
details of our interacBons with you (if applicable, a history thereof with corresponding 
entries), reports (for example from the media), or official documents (for example excerpts 
from the commercial register, permits, etc.) that concern you. As payment informa=on, we 
collect, for example, your bank details, account number and credit card data. DeclaraBons of 
consent and opt-out informaBon are also part of the master data, as well as informaBon 
about third parBes.  
 

• In relaBon to contact persons and representaBves of our customers, suppliers and partners, 
master data includes, for example, name and address, informaBon about the role or funcBon 
in the company, qualificaBons and (where applicable) informaBon about superiors, co-
workers and subordinates and informaBon about interacBons with these persons. Master 
data is not collected comprehensively for all contacts. The data collected in an individual case 
depends mostly on the purpose of the processing acBvity. 
 

• Contract data: This means data that is collected in relaBon to the conclusion or performance 
of a contract, for example informaBon about the contracts and the services provided or to 
be provided, as well as data from the period leading up to the conclusion of a contract, 
informaBon required or used for performing a contract, and informaBon about feedback. We 
generally collect this data from you, from contractual partners and from third parBes involved 
in the performance of the contract, but also from third-party sources (for example credit 
informaBon providers) and from public sources. We generally keep this data for 10 years from 
the last contract acBvity or from the end of the contract. This period may be longer where 
necessary for evidenBary purposes, to comply with legal or contractual requirements, or for 
technical reasons.  
 

• Behavioral and preference data: Depending on our relaBonship with you, we may try to get 
to know you be[er and to tailor our products, services and offers to you. For this purpose, 
we may collect and process data about your behavior and preferences. We may do so by 
evaluaBng informaBon about your behavior in our domain, and we may also supplement this 
informaBon with third-party informaBon, including from public sources. Based on this data, 
we can for example determine the likelihood that you will use certain services or behave in 
a certain way. The data processed for this purpose is already known to us (for example where 
and when you use our services), or we collect it by recording your behavior (for example how 
you navigate our website). We anonymize or delete this data when it is no longer relevant 
for the purposes pursued, which may be – depending on the nature of the data – between 2 
weeks and 24 months (for product and service preferences). This period may be longer where 
necessary for evidenBary purposes, to comply with legal or contractual requirements, or for 
technical reasons. We describe how tracking works on our website in SecBon 12.  
 



• Other data: We may also collect data from you in other situaBons. For example, data that 
may relate to you (such as files, evidence, etc.) is processed in relaBon to administraBve or 
judicial proceedings. We may also collect data for health protecBon (for example as part of 
health protecBon concepts). We may obtain or create photos, videos and sound recordings 
in which you may be idenBfiable (for example at events, with security cameras, etc.). We may 
also collect data about who enters certain buildings, and when or who has access rights 
(including in relaBon to access controls, based on registraBon data or lists of visitors, etc.), 
who parBcipates in events or campaigns and who uses our infrastructure and systems and 
when. Moreover, we may collect and process data about our shareholders and other 
investors, in addiBon to master data, including informaBon for registers, in relaBon to the 
exercise of their rights and events (for example general meeBngs). The retenBon period for 
this data depends on the processing purpose and is limited to what is necessary. This ranges 
from a few days for many security cameras, to a few weeks for contact tracing and visitor 
data, which is usually kept for 6 months, to several years or more for reports about events 
with images. Data relaBng to you as a shareholder or investor is kept in accordance with 
corporate law, but in any case for as long as you are invested. 

Much of the data set out in this SecBon 3 is provided to us by you (through forms, when you 
communicate with us, in relaBon to contracts, when you use the website, etc.). You are not obliged 
or required to disclose data to us except in certain cases, for example within the framework of 
binding health protecBon concepts (legal obligaBons). If you wish to enter into contracts with us or 
use our services, you must also provide us with certain data, in parBcular master data, contract data 
and registraBon data, as part of your contractual obligaBon under the relevant contract. When using 
our website, the processing of technical data cannot be avoided. However, in the case of behavioral 
and preference data, you generally have the opBon of objecBng or not giving consent. 

We provide certain services to you only if you provide us with registraBon data, because we or our 
contractual partners wish to know who uses our services or has accepted an invitaBon to an event, 
because it is a technical requirement or because we wish to communicate with you. If you or the 
person you represent (for example your employer) wishes to enter into or perform a contract with 
us, we must collect master data, contract data and communicaBon data from you, and we process 
technical data if you wish to use our website or other electronic offerings for this purpose. If you do 
not provide us with the data necessary for the conclusion and performance of the contract, you 
should expect that we may refuse to conclude the contract, that you may commit a breach of 
contract or that we will not perform the contract. Similarly, we can only submit a response to a 
request from you if we process communicaBon data and – if you communicate with us online – 
possibly also technical data. Also, the use of our website is not possible without us receiving 
technical data. 

As far as it is not unlawful we also collect data from public sources (for example debt collecBon 
registers, commercial registers, the media, or the internet including social media) or receive data 
from public authoriBes and from other third parBes (such as credit agencies, address brokers, 
associaBons, contractual partners, internet analyBcs services, etc.).  

4. For what purposes do we process your data?  

We process your data for the purposes explained below. Further informaBon is set out in SecBons 
12 and 13 for online services. These purposes and their objecBves represent interests of us and 
potenBally of third parBes. You can find further informaBon on the legal basis of our processing in 
SecBon 5. 



We process your data for purposes related to communica=on with you, in parBcular in relaBon to 
responding to inquiries and the exercise of your rights (SecBon 11) and to enable us to contact you 
in case of queries. For this purpose, we use in parBcular communicaBon data and master data, and 
registraBon data in relaBon to offers and services that you use. We keep this data to document our 
communicaBon with you, for training purposes, for quality assurance and for follow-up inquiries.  

We process data for the conclusion, administraBon, and performance of contractual relaBonships.  

We process data for marke=ng purposes and rela=onship management, for example to send our 
customers and other contractual partners personalized adverBsing for products and services from 
us and from third parBes. This may happen in the form of newsle[ers and other regular contacts , 
through other channels for which we have contact informaBon from you, but also as part of 
markeBng campaigns You can object to such contacts at any Bme (see at the end of this SecBon 4) 
or refuse or withdraw consent to be contacted for markeBng purposes. With your consent, we can 
target our online adverBsing on the internet more specifically to you (see SecBon 12). Finally, we 
also wish to enable our contractual partners to contact our customers and other contractual partners 
for markeBng purposes (see SecBon 7). 

We further process your data for market research, to improve our services and opera=ons, and for 
product development.  

We may also process your data for security and access control purposes.  

We process personal data to comply with laws, direc=ves and recommenda=ons from authori=es 
and internal regula=ons («Compliance»).  

We also process data for the purposes of our risk management and as part of our corporate 
governance, including business organizaBon and development.  

We may process your data for further purposes, for example as part of our internal processes and 
administraBon or for quality assurance purposes and trainings.  

5. On what basis do we process your data?  

Where we ask for your consent for certain processing acBviBes (for example for the processing of 
sensiBve personal data, for markeBng mailings, for personalized moBon profiles and for adverBsing 
management and behavior analysis on the website), we will inform you separately about the 
relevant processing purposes. You may withdraw your consent at any Bme with effect for the future 
by providing us wri[en noBce (by mail) or, unless otherwise noted or agreed, by sending an e-mail 
to us; see our contact details in SecBon 2. For withdrawing consent for online tracking, see SecBon 
12. Where you have a user account, you may also withdraw consent or contact us also through the 
relevant website or other service, as applicable. Once we have received noBficaBon of withdrawal 
of consent, we will no longer process your informaBon for the purpose(s) you consented to, unless 
we have another legal basis to do so. Withdrawal of consent does not, however, affect the lawfulness 
of the processing based on the consent prior to withdrawal. 

Where we do not ask for consent for processing, the processing of your personal data relies on the 
requirement of the processing for ini=a=ng or performing a contract with you (or the enBty you 
represent) or on our or a third-party legi=mate interest in the parBcular processing, in parBcular in 
pursuing the purposes and objecBves set out in SecBon 4 and in implemenBng related measures. 
Our legiBmate interests also include compliance with legal regula=ons, insofar as this is not already 
recognized as a legal basis by applicable data protecBon law (for example in the case of the GDPR, 
the laws in the EEA and in the case of the DPA, Swiss law). This also includes the markeBng of our 



products and services, the interest in be[er understanding our markets and in managing and further 
developing our company, including its operaBons, safely and efficiently. 

Where we receive sensiBve personal data (for example health data, data about poliBcal opinions, 
religious or philosophical beliefs, and biometric data for idenBficaBon purposes), we may process 
your data on other legal basis, for example, in the event of a dispute, as required in relaBon to a 
potenBal liBgaBon or for the enforcement or defense of legal claims. In some cases, other legal basis 
may apply, which we will communicate to you separately as necessary. 

6. What applies in case of profiling and automated individual decisions?  

We may automaBcally evaluate personal aspects relaBng to you («profiling») based on your data 
(SecBon 3) for the purposes set out in SecBon 4, where we wish to determine preference data, but 
also in order to detect misuse and security risks, to perform staBsBcal analysis or for operaBonal 
planning. We may also create profiles for these purposes, i.e. we may combine behavioral and 
preference data, but also master data, contract data and technical data relaBng to you in order to 
be[er understand you as a person with your various interests and other characterisBcs.  

In both cases, we pay a[enBon to the proporBonality and reliability of the results and take measures 
against misuse of these profiles or profiling. Where these can produce legal effects concerning you 
or similarly significantly affect you, we generally ensure human review.  

7. With whom do we share your data?  

In relaBon to our contracts, the website, our services and products, our legal obligaBons or 
otherwise with protecBng our legiBmate interests and the other purposes set out in SecBon 4, we 
may disclose your personal data to third parBes, in parBcular to the following categories of 
recipients:  

• Service providers: We work with service providers in Switzerland and abroad who process 
your data on our behalf or as joint controllers with us or who receive data about you from us 
as separate controllers. 
 

• Contractual partners including customers: This refers to customers and our other 
contractual partners as this data disclosure results from these contracts. If you work for one 
of these contractual partners, we may also disclose data about you to that partner in this 
regard. These recipients also include contractual partners with whom we cooperate. 
 

• Authori=es: We may disclose personal data to agencies, courts and other authoriBes in 
Switzerland and abroad if we are legally obliged or enBtled to make such disclosures or if it 
appears necessary to protect our interests. These authoriBes act as separate controllers. 
 

• Other persons: This means other cases where interacBons with third parBes follows from 
the purposes set out in SecBon 4.  

All these categories of recipients may involve third parBes, so that your data may also be disclosed 
to them. We can restrict the processing by certain third parBes (for example IT providers), but not 
by others (for example authoriBes, banks, etc.). 

We reserve the right to make such disclosures even of secret data (unless we have expressly agreed 
with you that we will not disclose such data to certain third parBes, except if we are required to do 



so by law). Notwithstanding the foregoing, your data will conBnue to be subject to adequate data 
protecBon in Switzerland and the rest of Europe, even aher disclosure. For disclosure to other 
countries, the provisions of SecBon 8 apply. If you do not wish certain data to be disclosed, please 
let us know so that we can review if and to what extent we can accommodate your concern (SecBon 
2). 

In addiBon, we enable certain third par=es to collect personal data from you on our website and at 
events organized by us (for example press photographers, providers of tools on our website, etc.). 
Where we have no control over these data collecBons, these third parBes are sole controllers. If you 
have concerns or wish to exercise your data protecBon rights, please contact these third parBes 
directly. See SecBon 12 for the website.  

8. Is your personal data disclosed abroad?  

As explained in secBon 7, we may disclose data to other parBes. These are not all located in 
Switzerland. Your data may therefore be processed both in Europe and in the United States as well 
as other countries, in excepBonal cases, in any country in the world.  

If a recipient is located in a country without adequate statutory data protecBon, we require the 
recipient to undertake to comply with data protecBon (for this purpose, we use the revised European 
Commission’s standard contractual clauses, which can be accessed here: h[ps://eur-
lex.europa.eu/eli/dec_impl/2021/914/oj?), unless the recipient is subject to a legally accepted set 
of rules to ensure data protecBon and unless we cannot rely on an excepBon. An excepBon may 
apply for example in case of legal proceedings abroad, but also in cases of overriding public interest 
or if the performance of a contract requires disclosure, if you have consented or if data has been 
made available generally by you and you have not objected against the processing.  

Please note that data exchanged via the internet is ohen routed through third countries. Your data 
may therefore be sent abroad even if the sender and recipient are in the same country. 

9. How long do we process your data?  

We process your data for as long as our processing purposes, the legal retenBon periods and our 
legiBmate interests in documentaBon and keeping evidence require it or storage is a technical 
requirement. You will find further informaBon on the respecBve storage and processing periods for 
the individual data categories in SecBon 3, and for cookies in SecBon 12. If there are no contrary 
legal or contractual obligaBons, we will delete or anonymize your data once the storage or 
processing period has expired as part of our usual processes.  

10. How do we protect your data?  

We take appropriate security measures in order to maintain the required security of your personal 
data and ensure its confidenBality, integrity and availability, and to protect it against unauthorized 
or unlawful processing, and to miBgate the risk of loss, accidental alteraBon, unauthorized disclosure 
or access.  

 



11. What are your rights?  

APPLICABLE DATA PROTECTION LAWS GRANT YOU THE RIGHT TO OBJECT TO THE PROCESSING OF 
YOUR DATA IN SOME CIRCUMSTANCES, IN PARTICULAR FOR DIRECT MARKETING PURPOSES, FOR 
PROFILING CARRIED OUT FOR DIRECT MARKETING PURPOSES AND FOR OTHER LEGITIMATE 
INTERESTS IN PROCESSING. 

To help you control the processing of your personal data, you have the following rights in relaBon to 
our data processing, depending on the applicable data protecBon law:  

– The right to request informaBon from us as to whether and what data we process from you; 

– The right to have us correct data if it is inaccurate; 

– The right to request erasure of data; 

– The right to request that we provide certain personal data in a commonly used electronic 
format or transfer it to another controller; 

– The right to withdraw consent, where our processing is based on your consent; 

– The right to receive, upon request, further informaBon that is helpful for the exercise of these 
rights; 

If you wish to exercise the above-men=oned rights in rela=on to us, please contact us in wriBng or 
by e-mail; you will find our contact details in SecBon 2. In order for us to be able to prevent misuse, 
we need to idenBfy you (for example by means of a copy of your ID card, unless idenBficaBon is not 
possible otherwise).  

You also have these rights in relaBon to other parBes that cooperate with us as separate controllers 
– please contact them directly if you wish to exercise your rights in relaBon to their processing. You 
will find informaBon on our key partners and service providers in SecBon7 and addiBonal 
informaBon in SecBons 12 and 13.  

Please note that condiBons, excepBons or restricBons apply to these rights under applicable data 
protecBon law (for example to protect third parBes or trade secrets). We will inform you accordingly 
where applicable. 

If you do not agree with the way we handle your rights or with our data protecBon pracBces, please 
let us know. If you are located in the EEA, the United Kingdom or in Switzerland, you also have the 
right to lodge a complaint with the competent data protecBon supervisory authority in your country.  

12. Do we use online tracking and online adver=sing techniques?  

We may use various techniques on our website that allow us and third parBes engaged by us to 
recognize you during your use of our website, and possibly to track you across several visits. This 
SecBon informs you about this. 

In essence, we wish to disBnguish access by you (through your system) from access by other users, 
so that we can ensure the funcBonality of the website and carry out analysis and personalizaBon. 
We do not intend to determine your idenBty, even if that is possible where we or third parBes 
engaged by us can idenBfy you by combinaBon with registraBon data.  However, even without 
registraBon data, the technologies we use are designed in such a way that you are recognized as an 
individual visitor each Bme you access the website, for example by our server (or third-party-servers) 
that assign a specific idenBficaBon number to you or your browser (so-called «cookie»).  



We may use these technologies on our website and may allow certain third parBes to do so as well. 
You can also set your browser to block or deceive certain types of cookies or alternaBve 
technologies, or to delete exisBng cookies. You can also add sohware to your browser that blocks 
certain third-party tracking. You can find more informaBon on the help pages of your browser 
(usually with the keyword «Privacy») or on the websites of the third parBes set out below. 

We disBnguish the following categories of «cookies» (including other technologies such as 
fingerprinBng): 

– Necessary cookies: Some cookies are necessary for the funcBoning of the website or for 
certain features. For example, they ensure that you can move between pages without losing 
informaBon that was entered in a form. They also ensure that you stay logged in. These 
cookies exist temporarily only («session cookies»). If you block them, the website may not 
work properly. Other cookies are necessary for the server to store opBons or informaBon 
(which you have entered) beyond a session (i.e. a visit to the website) if you use this funcBon 
(for example language sepngs, consents, automaBc login funcBonality, etc.). These cookies 
have an expiraBon date of up to 24 months.  

– Performance cookies: In order to opBmize our website and related offers and to be[er adapt 
them to the needs of the users, we use cookies to record and analyze the use of our website, 
potenBally beyond one session. We use third-party analyBcs services for this purpose. We 
have listed them below. Performance cookies also have an expiraBon date of up to 24 months. 
Details can be found on the websites of the third-party providers. 

– Marke=ng Cookies: We and our potenBal adverBsing partners have an interest in targeBng 
adverBsing as precisely as possible, i.e. only showing it to those we wish to address. We have 
listed our adverBsing partners below. For this purpose, we and our adverBsing partners – if 
you consent – use cookies that can record the content that has been accessed or the contracts 
that have been concluded. This allows us and our adverBsing partners to display 
adverBsements that we think will interest you on our website, but also on other websites that 
display adverBsements from us or our adverBsing partners. These cookies have an expiraBon 
period of a few days to 24 months, depending on the circumstances. If you consent to the use 
of these cookies, you will be shown related adverBsements. If you do not consent to them, 
you will not see less adverBsements, but simply any other adverBsement.  

In addiBon to markeBng cookies, we may use other technologies to control online adverBsing on 
other websites and thereby reduce adverBsing wastage. For example, we may transmit the e-mail 
addresses of our users, customers, and other persons to whom we wish to display adverBsements 
to operators of adverBsing plaqorms (for example social media). If these persons are registered with 
them with the same e-mail address (which the adverBsing plaqorms determine by a matching 
process), the providers display our adverBsements specifically to these persons. The providers do 
not receive personal e-mail addresses of persons who are not already known to them. In case of 
known e-mail addresses, however, they learn that these persons are in contact with us and the 
content they have accessed.  

We may also integrate addiBonal third-party offers on our website, in parBcular from social media 
providers. These offers are deacBvated by default. As soon as you acBvate them (for example by 
clicking a bu[on), these providers can determine that you are using our website. If you have an 
account with that social media provider, it can assign this informaBon to you and thereby track your 
use of online offers. These social media providers process this data as separate controllers.  

We currently use offers from the following service providers and adverBsing partners (where they 
use data from you or cookies set on your computer for adverBsing or payment processing purposes): 



– Google Analy=cs: Google Ireland Ltd. (located in Ireland) is the provider of the service «Google 
AnalyBcs» and acts as our processor. Google Ireland relies on Google LLC (located in the United 
States) as its sub-processor (both «Google»). Google collects informaBon about the behavior 
of visitors to our website (duraBon, page views, geographic region of access, etc.) through 
performance cookies (see above) and on this basis creates reports for us about the use of our 
website. We have configured the service so that the IP addresses of visitors are truncated by 
Google in Europe before forwarding them to the United States and then cannot be traced 
back. We have turned off the «Data sharing» opBon and the «Signals opBon». Although we 
can assume that the informaBon we share with Google is not personal data for Google, it may 
be possible that Google may be able to draw conclusions about the idenBty of visitors based 
on the data collected, create personal profiles and link this data with the Google accounts of 
these individuals for its own purposes. In any event, if you consent to the use of Google 
AnalyBcs, you expressly consent to any such processing, including the transfer of your 
personal data (in parBcular website and app usage, device informaBon and unique IDs) to the 
United States and other countries. InformaBon about data protecBon with Google AnalyBcs 
can be found here h[ps://support. google. com/analyBcs/answer/6004245 and if you have a 
Google account, you can find more details about Google's processing here [h[ps://policies. 
google. com/technologies/partner-sites? hl=en]. 

Google AdSense: On this website, the controller has integrated Google AdSense. Google 
AdSense is an online service which allows the placement of advertising on third-party sites. 
Google AdSense is based on an algorithm that selects advertisements displayed on third-party 
sites to match with the content of the respective third-party site. Google AdSense allows an 
interest-based targeting of the Internet user, which is implemented by means of generating 
individual user profiles. 
The operating company of Google\’s AdSense component is Alphabet Inc., 1600 Amphitheatre 
Pkwy, Mountain View, CA 94043-1351, United States. 

The purpose of Google\’s AdSense component is the integration of advertisements on our 
website. Google AdSense places a cookie on the information technology system of the data 
subject. The definition of cookies is explained above. With the setting of the cookie, Alphabet Inc. 
is enabled to analyze the use of our website. With each call-up to one of the individual pages of 
this Internet site, which is operated by the controller and into which a Google AdSense 
component is integrated, the Internet browser on the information technology system of the data 
subject will automatically submit data through the Google AdSense component for the purpose 
of online advertising and the settlement of commissions to Alphabet Inc. During the course of 
this technical procedure, the enterprise Alphabet Inc. gains knowledge of personal data, such as 
the IP address of the data subject, which serves Alphabet Inc., inter alia, to understand the origin 
of visitors and clicks and subsequently create commission settlements. 

The data subject may, as stated above, prevent the setting of cookies through our website at any 
time by means of a corresponding adjustment of the web browser used and thus permanently 
deny the setting of cookies. Such an adjustment to the Internet browser used would also prevent 
Alphabet Inc. from setting a cookie on the information technology system of the data subject. 
Additionally, cookies already in use by Alphabet Inc. may be deleted at any time via a web browser 
or other software programs. 

Furthermore, Google AdSense also uses so-called tracking pixels. A tracking pixel is a miniature 
graphic that is embedded in web pages to enable a log file recording and a log file analysis through 
which a statistical analysis may be performed. Based on the embedded tracking pixels, Alphabet 
Inc. is able to determine if and when a website was opened by a data subject, and which links 



were clicked on by the data subject. Tracking pixels serve, inter alia, to analyze the flow of visitors 
on a website. 

Through Google AdSense, personal data and information—which also includes the IP address, 
and is necessary for the collection and accounting of the displayed advertisements—is 
transmitted to Alphabet Inc. in the United States of America. These personal data will be stored 
and processed in the United States of America. The Alphabet Inc. may disclose the collected 
personal data through this technical procedure to third parties. 

Google AdSense is further explained under the following 
link https://www.google.com/intl/en/adsense/start/. 

 
Google Analytics (with anonymization function): On this website, the controller has integrated 
the component of Google Analytics (with the anonymizer function). Google Analytics is a web 
analytics service. Web analytics is the collection, gathering, and analysis of data about the 
behavior of visitors to websites. A web analysis service collects, inter alia, data about the 
website from which a person has come (the so-called referrer), which sub-pages were visited, or 
how often and for what duration a sub-page was viewed. Web analytics are mainly used for the 
optimization of a website and in order to carry out a cost-benefit analysis of Internet 
advertising. 
The operator of the Google Analytics component is Google Inc., 1600 Amphitheatre Pkwy, 
Mountain View, CA 94043-1351, United States. For the web analytics through Google Analytics 
the controller uses the application “_gat. _anonymizeIp”. By means of this application the IP 
address of the Internet connection of the data subject is abridged by Google and anonymised 
when accessing our websites from a Member State of the European Union or another Contracting 
State to the Agreement on the European Economic Area. 

The purpose of the Google Analytics component is to analyze the traffic on our website. Google 
uses the collected data and information, inter alia, to evaluate the use of our website and to 
provide online reports, which show the activities on our websites, and to provide other services 
concerning the use of our Internet site for us. 

Google Analytics places a cookie on the information technology system of the data subject. The 
definition of cookies is explained above. With the setting of the cookie, Google is enabled to 
analyze the use of our website. With each call-up to one of the individual pages of this Internet 
site, which is operated by the controller and into which a Google Analytics component was 
integrated, the Internet browser on the information technology system of the data subject will 
automatically submit data through the Google Analytics component for the purpose of online 
advertising and the settlement of commissions to Google. During the course of this technical 
procedure, the enterprise Google gains knowledge of personal information, such as the IP address 
of the data subject, which serves Google, inter alia, to understand the origin of visitors and clicks, 
and subsequently create commission settlements. 

The cookie is used to store personal information, such as the access time, the location from which 
the access was made, and the frequency of visits of our website by the data subject. With each 
visit to our Internet site, such personal data, including the IP address of the Internet access used 
by the data subject, will be transmitted to Google in the United States of America. These personal 
data are stored by Google in the United States of America. Google may pass these personal data 
collected through the technical procedure to third parties. 

The data subject may, as stated above, prevent the setting of cookies through our website at any 
time by means of a corresponding adjustment of the web browser used and thus permanently 

https://www.google.com/intl/en/adsense/start/


deny the setting of cookies. Such an adjustment to the Internet browser used would also prevent 
Google Analytics from setting a cookie on the information technology system of the data subject. 
In addition, cookies already in use by Google Analytics may be deleted at any time via a web 
browser or other software programs. 

In addition, the data subject has the possibility of objecting to a collection of data that are 
generated by Google Analytics, which is related to the use of this website, as well as the 
processing of this data by Google and the chance to preclude any such. For this purpose, the data 
subject must download a browser add-on under the 
link https://tools.google.com/dlpage/gaoptout and install it. This browser add-on tells Google 
Analytics through a JavaScript, that any data and information about the visits of Internet pages 
may not be transmitted to Google Analytics. The installation of the browser add-ons is considered 
an objection by Google. If the information technology system of the data subject is later deleted, 
formatted, or newly installed, then the data subject must reinstall the browser add-ons to disable 
Google Analytics. If the browser add-on was uninstalled by the data subject or any other person 
who is attributable to their sphere of competence, or is disabled, it is possible to execute the 
reinstallation or reactivation of the browser add-ons. 

Further information and the applicable data protection provisions of Google may be retrieved 
under https://www.google.com/intl/en/policies/privacy/ and 
under http://www.google.com/analytics/terms/us.html. Google Analytics is further explained 
under the following Link https://www.google.com/analytics/. 

 

13. What data do we process on our social network pages?  

We may operate pages and other online presences («channels», «profiles», etc.) on social networks 
and other plaqorms operated by third parBes and collect the data about you described in SecBon 3 
and below. We receive this data from you and from the plaqorms when you interact with us through 
our online presence (for example when you communicate with us, comment on our content or visit 
our online presence). At the same Bme, the plaqorms analyze your use of our online presences and 
combine this data with other data they have about you (for example about your behavior and 
preferences). They also process this data for their own purposes, in parBcular for markeBng and 
market research purposes (for example to personalize adverBsing) and to manage their plaqorms 
(for example what content they show you) and, to that end, they act as separate controllers.  

We process this data for the purposes set out in SecBon 4, in parBcular for communicaBon, for 
markeBng purposes (including adverBsing on these plaqorms, see SecBon 12) and for market 
research. You will find informaBon about the applicable legal basis in SecBon 5. We may disseminate 
content published by you (for example comments on an announcement), for example as part of our 
adverBsing on the plaqorm or elsewhere. We or the operators of the plaqorms may also delete or 
restrict content from or about you in accordance with their terms of use (for example inappropriate 
comments).  

For further informaBon on the processing of the plaqorm operators, please refer to the privacy 
informaBon of the relevant plaqorms. There you can also find out about the countries where they 
process your data, your rights of access and erasure of data and other data subjects rights and how 
you can exercise them or obtain further informaBon. We currently use the following plaqorms: 

 

https://tools.google.com/dlpage/gaoptout
https://www.google.com/intl/en/policies/privacy/
https://www.google.com/analytics/terms/us.html
https://www.google.com/analytics/


LinkedIn: On this website, the controller has integrated components of LinkedIn. LinkedIn is a 
business-focused social media platform that works through websites and mobile apps. A social 
network may serve as a platform for the exchange of opinions and experiences, or enable the 
Internet community to provide personal or business-related information. LinkedIn allows social 
network users to include the creation of profiles, upload photos, and network through connection 
request. The operating company of LinkedIn in Europe is LinkedIn Ireland Unlimited Company, 70 
Sir John Rogerson's Quay, Dublin 2 Ireland. 

 

14. Can we update this Privacy No=ce ?  

This Privacy NoBce is not part of a contract with you. We can change this Privacy NoBce at any Bme. 
The version published on this website is the current version.  

 


